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Adding these certificates are “normally” not
needed, however, if you are using CITRIX on your
Mac or your new CAC has a CA of 27-32, you may

need these for your computer to communicate with
some websites.

Please check for the most current version of this presentation at:
http://militarycac.com/files/macdodcerts.pdf



http://militarycac.com/files/macdodcerts.pdf

Click Go, Utilities, Keychain Access to
arrive at this screen

[ NeN&] Keychain Access
ﬂ] Click to lock the login keychain. Ql
Keychains
& CAC-4...006D-D381 *mil
- - 1 (ct identity preference
" login il
& Micros..._Certificates SOLBERG.TIMOTHY.A. 1387909024
& System Oct 1, 2010 95:09:43 PM
System Roots Name a[kind Date Modified Expires Keychain
) *mil identity preference QOct 1, 2010 9:09:43 PM - login o~
-] Apple .Mac Certificate Authority certificate - Now 10, 2011 3:38:27 PM  login
x| com.apple.system.DefaultSharingldentity identity preference Oct 10, 2010 7:18:20 PM - login
-| DOD CA-24 certificate - Jan 25, 2015 3:23:11 PM  login
_ DOD EMAIL CA-23 certificate - Jan 25, 2015 11:43:25 AM login
- DOD EMAIL CA-24 certificate - Jan 25, 2015 3:26:15 PM  login
Category = DoD Interoperability Root CA 1 certificate - Dec 31, 2010 12:00:00 AM login
& All ltems =] DoD RootCA 2 certificate - Dec 5, 2029 10:00:10 AM  login
/' Passwords =] DoD Root CA 2 certificate - Mar 3, 2011 10:22:43 AM  login
= Secure Notes %y https://private.afca.af.milfip/index.cfm identity preference Sep 23, 2010 12:02:58 PM -- login
Bl My Certificates B https: / fvhaf_hqg.af.mil/ identity preference Oct 1, 2010 9:07:59 PM - login
pm Keys B https:f fvhaf.hg.af.milfcac identity preference Oct 1, 2010 9:08:07 PM - login
_ . ' https:/ fvhaf.hg.af.mil/dana-na/auth/url_0/login.cgi identity preference Oct 21, 2010 1:48:02 PM - login |
d Certificates 43 hups:/jvhat.hq.af.mil/. login.cgi?realm-CAC-Auth  identity preference  Oct 1, 2010 9:08:47 PM  —- login L
%y https://vhaf.hg.af.mil/d...rl_0/welcome.cgi?p=no-cert identity preference Oct 1, 2010 9:08:37 PM - login
B https:/ fvhaf.hg.af.mil/d...a/auth/url_default/login.cgi identity preference Oct 21, 2010 1:54:13 PM login
'] https:/vhaf.hg.af.mil/d...ome/starterD.cgi?check=yes identity preference Oct 1, 2010 9:08:25 PM - lagin
B https: / fwebmail.afncr.mil fowa/ identity preference Sep 23, 2010 12:06:19 PM —- login
B https:/ fwebmail.hg.af.mil/owa identity preference Oct 22, 2010 6:31:44 PM - login
) https:/ fwebmail.hg.af.mil/owa/ identity preference Oct 22, 2010 11:50:08 AM -—- login
] https:/ fwww.my.af.mil (EAI_JUNCTION/ eai fauth identity preference Oct 1, 2010 9:09:43 PM - lagin
3 https:/ /www.my.af.mil/faf/FAF /fafHome.]sp identity preference Oct 1, 2010 9:10:07 PM - login
) https:/ fwww.pac.hqg.af.mil /Citrix/MetaFrame/ identity preference Oct 0, 2010 3:14:16 PM - lagin
] https:/ fwww.pac.hg.af.mil fvip identity preference Oct 9, 2010 3:14:29 PM - login
D https:/ fwww.pac.hg.af. mil /VIP/ identity preference Sep 14, 2010 11:25:07 AM -~ login
@ imap.gmail.com Internet password Sep 17, 2010 9:09:28 PM - login A
s iPhone Backup application password Oct 10, 2010 7:51:30 PM - login L4
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Click Edit, Keychain List

Undo 36 7
Redo {+387
Cut 38X
Copy 38 C
Copy Password to Clipboard {+38C
Paste gEV
Delete <X
Select All HA
Keychain List L

Change Settings for Keychain “login”...
Change Password for Keychain "login”...

Find N EF

Special Characters... NET




Click the +
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Shared Marme Location
i 1 login &% - @ L | login.keych
i | Microsoft_Intermediate_Cer ¢} » (&~ [+  Microsoft_Ir
n W system o - e L | System. keye
@ + || - | Cancel | OK




Navigate to: <your hard disk> System / Library /

Keychains / SystemCACertificates.
Then Click Add

How to display your hard drive on your desktop to follow the steps below
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[ Perl
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=
I B SystemCACertificates.keychain l

SystemTrustSettings.plist

Created
Modified 4/
Last opened 4/23/
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Name SystemCACertificat
es.keychain
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SizA\168 KB on disk

3/10 5:26 PM
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http://www.elmajdal.net/Mac_OS/How_To_Display_Hard_Disks_On_Mac_OSX_Lion_Desktop.aspx

Check both System and SystemCACertificates
then click OK

Show: f User &= ]
Shared Marme Location
i 1 login &% v @ » [ Keych + | 7 login.keychain
[ | Microsoft_Intermediate_Cer % » [+ [+ | Microsoft_Intermediat
n (M|  system v [@r [ Key » | System.keychain
i systemCACertificates E im m m B SystemCACertific

@ = I':_ Cancel :'




Quit Keychain Access, and reopen it.
You should now see System and SystemCACertificates
under the Keychains section

[ NeN&] Keychain Access
& Click to unlock the SystemCACertificates keychain. Q
Keychains

& CAC-4...006D-D3B1 Corgtote ] EE101UM RooL CA
& login oo Intermediate certificate authority
& Micros.. _Certiﬁcales Expires: Sunday, January 26, 2014 6:00:00 PM ET
- This certificate is valid
& System
8 _SystemCACertificates §r==s a|kind Date Modified Expires Keychain
] =-| Belgium Root CA certificate - Jan 26, 2014 6:00:00 PM  SystemCACe... ~
- DOD CA-11 certificate - Jan 1,2012 11:24:45 AM  SystemCACe... :
-] DOD CA-12 certificate - Jan B, 2012 8:47:27 AM SystemCACe... |
-| DOD CA-13 certificate - Jan 22, 2012 11:49:24 AM SystemCACe... |
_ DOD CA-14 certificate - Jan B, 2012 8:57:30 AM SystemCACe... |
= DOD CA-15 certificate - Jun 13, 2012 7:00:00 PM  SystemCACe... |
Category ~| DOD CA-16 certificate - Jun 14, 2012 11:58:04 AM SystemCACe... I
& All ltems =] DOD CA-17 certificate - Jun 14, 2012 12:09:32 PM  SystemCACe... |
L. Passwords =] DOD CA-18 certificate - Jun 14, 2012 12:16:32 PM  SystemCACe. .. :
Secure Notes =] DOD CA-19 certificate - Apr 23, 2014 3:57:30 PM  SystemCACe... |
My Certificates =] DOD CA-20 certificate - Apr 23, 2014 4:05:37 PM  SystemCACe |
s DOD CA-21 certificate == Jan 25, 2015 11:35:03 AM SystemCACe... |
Keys =] DOD CA-22 certificate - Jan 25, 2015 3:18:589 PM  SystemCACe... |
d Certificates ] DOD CA-23 certificate — Jan 25, 2015 11:38:45 AM SystemCACe... W
- DOD CA-24 certificate - Jan 25, 2015 3:23:11 PM  SystemCACe...
=] DOD CA-25 certificate — Jan 14, 2016 12:33:12 PM  SystemCACe...
_ DOD CA-26 certificate - Jan 14, 2016 12:38:05 PM  SystemCACe...
=] DOD EMAIL CA-11 certificate - Jan 1,2012 11:45:55 AM  SystemCACe..
- DOD EMAIL CA-12 certificate - Jan B, 2012 8:54:45 AM SystemCACe...
-| DOD EMAIL CA-13 certificate - Jan 22, 2012 11:54:07 AM SystemCACe...
=] DOD EMAIL CA-14 certificate - Jan 8, 2012 9:00:06 AM SystemCACe...
-] DOD EMAIL CA-15 certificate - Jun 14, 2012 11:38:45 AM SystemCACe...
- DOD EMAIL CA-18 certificate - Jun 14, 2012 12:04:03 PM  SystemCACe...
= DOD EMAIL CA-17 certificate == Jun 14, 2012 12:13:18 PM SystemCACe...
=] DOD EMAIL CA-18 certificate - Jun 14, 2012 12:20:29 PM  SystemCACe...
_ DOD EMAIL CA-15 certificate - Apr 23, 2014 4:03:06 PM  SystemCACe... A
| DOD EMAIL CA-20 certificate - Apr 23, 2014 4:08:56 PM  SystemCACe... v
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SystemCACertificates is where all of your
intermediate DOD CA & DOD Email Certificates
are stored. You will not be able to save any new
Certificates in this location. However, you may
be able to save new certificates to System. We
recommend saving your cert’s in both Login and
System. Login is profile specific, where System is
accessible to all user profiles. In some tests, we
were unable to save into System, but saving into
Login worked for a CITRIX user.



The instructions you just followed do
not usually include the CA 27-32 certs

So, please Follow these instructions on the next
few slides to learn how to add in the CA 27-32
DoD certificates and CA 27-32 DoD Email
certificates.



Navigate to: https://militarycac.com/maccerts/
Double Click each certificate and save to your
desktop (next slide shows you how), or select

AllCerts.zip and run all files from inside the folder

e N R Index of /maccerts

| «

[ 2 ] [+ Ehttp:,’,-'militawcac.mm,-’maccert&,-‘ C‘-]

Index of /maccerts

" 8 & & & ® & ® 8 & 8 8B 8 @

Parent Directory
AllCerts.zip

DOD CA-27 cer

DOD CA-28 cer

DOD CA-29 cer

DOD CA-30.cer

DOD CA-31 .cer

DOD CA-32 .cer

DOD EMAITL CA-27 cer
DOD EMAITL. CA-28.cer
DOD EMAITL. CA-29.cer
DOD EMAITL CA-30.cer
DOD EMAITL CA-31.cer
DOD EMAITL CA-32.cer
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https://militarycac.com/maccerts/

After Right clicking and selecting “Save
Linked File As...” you may see this screen.

Export As: |DOD CA-27.cer.txt =
Lt Emlllllﬂgrﬂneskmp | (Q
FAVORITES Screen 5ho...29 PM.png
O —~ H .'-.:'-.P

E user
# Applications
ﬁj Documents
H Movies

J7 Music
Pictures

|| Dropbox

DEVICES

i—

| New Folder | | Cancel | [ Save ]




You will need to remove the .txt (if it

shows up)./

Export As: | DOD EMAIL CA—E?.cer.txd.{ |~

If you have to rename it, you will need to select
Don’t append (or it will keep the .txt at the end).

Save Plaimf\Text
| The name "DODYXMAIL CA-27.cer” appears to have an
extension. Do vouWant to append “.txt" to the name?

Cancel Don't append [ Append ]
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Login prior to adding the certificates

i

)

[El;.

Secure Notes
My Certificates
Keys
Certificates

—
206 Keychain Accaess
d—ﬂ Click te lock the login keychain. [:Q :
Keychains
" login vl Unable to display this certificate.
RN e
& System P The data does not appear to be a valid certificate.
B cricache.dh ' L The data does not appear to be a valid certificate.
_ ) . _ The data does not appear to be a valid certificate.
& Microsoft_Intermediate_Certificates
|'%‘| M|cr05ﬂft_Ent|Fy_Cert|ﬁcates. —— B Kind Expires Keychain
(5 SystemCACertificates » (@ com.apple.ubiquity....2-BD04-3AA4FO1BI3AL certificate 15 Oct 2012 12:49:10 PM  login
U System Roots b g com.apple.ubiquity....9-BAB4-9FAAGBOEIIB3 certificate 11 Oct 2012 9:20:22 PM  login
Category » E com.apple.ubiguity... .2-ED04-3AA4F01B93A1 certificate 15 0ct 2012 12:49:22 PM  login
it Allltems Ex Unknown certificate w7 login
A, Passwords
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You may have to import each
certificate individually

Launch Keychain Access and choose Import
[tems.. from the File menu. There's a
destination pull down option where you can
specify which Keychain to import into.
Select Login. You'll have to import each one

individually.



Login after adding CA’s 27-32

@0 e

d-ﬂ Click to lock the login keychain.

Keychain Access

BB PP PR

Keychains
login
SystemCACertificates
System
cricache.db
Microsoft_|...diate_Certificates

Mirrmcnft Carirg T artificaror

Category
All ltems
Passwaords
Secure Notes
My Certificates
Keys

[

Apple Application Integration Certification Authority

Intermediate certificate authority
Expires: Wednesday, July 26, 2017 3:16:09 PM Eastern Daylight Time

This certificate is valid

Mame
| DOD CA-27

| DOD CA-28
] DOD CA-29
] DOD CA-30
1 DOD CA-31
-] DOD CA-32
] DOD EMAIL CA-27
-] DOD EMAIL CA-28
| DOD EMAIL CA-29
| DOD EMAIL CA-30
| DOD EMAIL CA-31

& | Kind

certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate

E=]

23 items
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Try accessing your CITRIX server or other
DoD website that did not work previously

Presentation & information provided by:

Timothy Solberg
&

Michael J. Danberry

If you still have questions, visit:
https://militarycac.com/questions.htm



https://militarycac.com/questions.htm
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